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1. Features

Supports 1 wired WAN port with switchable LAN port

Supports LORAWAN gateway

Support LED status monitoring (display of power PWR, LINK, ETH, WLAN, LoRaRX, LoRaTX;)
Support for Web platform management configuration methods.

One-click recovery of factory settings.

Support 10/100Mbps rate for both wired network ports.

Support wired and wireless online at the same time, multi-network intelligent switching.
Support firmware upgrade and firmware configuration backup function.

Firewall, NAT, DMZ host, black and white list of access control, IP speed limit.

QOS, traffic service, can limit the speed according to the interface.

Support for VPN clients.

Support load balancing multi-network port flow control settings, with network port priority, enable, flow

control ratio and other working methods.

2. Quick Start

To ensure that the product the user gets in the first place is qualified, here we provide a simple testing process for

the user to refer to throughout the process, while also allowing the customer to act as a quick start.

2.1  Preparation for start-up

Before working on the LORAWAN gateway, the user needs to prepare at least one PC, one network cable and

product supporting devices.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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2.2 Hardware connections

Connect the WIFI antenna, and LoRa antenna, respectively, to the SMA connector under the device panel logo, as
shown above, before powering up the device (the power-up location is identified at the panel). After the above steps have
been completed, use the power supply that came with the device and then power up the gateway. Connect the computer
to the WIFT of the device (WIFI name E890-XXXX) and the WAN port of the device to Ethernet.

After power on, wait for about 1 minute or so, the WORK indicator on the panel is always on, which indicates that
the power on is complete, in addition, on the panel, the LoRa signal indicator and the indicator in the network properties
also start to work properly.

To ensure that the computer can access the WEB management interface via the LAN, the customer needs to ensure
that the computer's network properties are to automatically obtain an IP address, as well as to automatically obtain a DNS

server address, as shown in the figure below.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.



(@)

EBYTE Chengdu Ebyte Electronic Technology Co.,Ltd. E870-L868LG12 User Manual

Internet KR 4 (TCP/IPv4) Bt X

=1  sAEE
R~ SRHASRE

MSEFETISILIEE, NALEREIEER P 28, 0, [FEEMA
EEREERMRESESN P 25,

FEEE 1P ()
ealtek PCle GbE Family Controller © BRILES IP HBE(O)

=R I 1P HEHH(S):

- VMware Network Adapter
4 VMnet1
& pem

k". BAER
> Ebyte-Roy

% Realtek PCle GbE Family Contr,

TFFIRE (0):

Bl osof MEESE
vNRare Bridge Protocal ERARLE D) [
B

soft FEERISHERITANSE r

e (@ SFERS DNS [RE=inhtE)
& Internet HHEZA 4 (TCP/IPvA)

(O EATTES DNS RESSEhtE):

—

T Ncrosort P

& Microsoft LLDP HraEsiEss B DS RSHE0): [ - - ] 1
= Internet HMUIEE 6 (TCP/IPvEY
: > DS RS - . .
_
=2 E ) EER)
o BHIETRE) | =mw. |
SRR nternet B, BEHIEBAS RSN,
FEFRETEEN RS S,
SAHE g | AEE
‘ &= L

2.3 Web access

After the PC is connected to the device through the WIFI connection, on the PC, open any browser and enter:
192.168.10.1 to enter our gateway web login interface, as shown below.

LoRaWAN Gateway

Authorization Required

Username root

Password |

Here, our default password is: root
Once you have entered your password, you will be taken to our web administration interface.

At the bottom right of the web page, you can click on the following link to access our website, which verifies that
the device is successfully connected to the external network.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.



(@)

EBVTE Chengdu Ebyte Electronic Technology Co.,Ltd. E870-L868LG12 User Manual

(0

A ML LoRaWAN Gateway

Encryption: None

Status ~ Associations: 1
System Log

Load Balancing

Associated Stations

System v
ervices v etworl - ress. ost ignal oise ate ate isconnect
S Network MAC-Add: H Signal / N RX Rate / TX R Di
- o 72.2 Mbit/s, 20MHz, MCS 7, Short GI -
- | -, 1an0) :6D:83:9A:ED: 2 .168.10. = 8
LoRaWAN Network v Master "EBT-EB90-AQEQ" (wian0) B46D:B3OAED63  DESKTOP-HINQENFlan (192.168.10.104) 31/0dBm e DISCONNECT
Network v
Logout .
Dynamic DNS
Configuration Next Update Lookup Hostname Registered IP Network
myddns_ipvd Disabled yourhost.example.com 1Pv4 / wan
myddns_ipvé Disabled yourhost.example.com 1PV6 / wan6

MWAN Interfaces

Interface: wan Interface: wwan
Status: Disabled Status: Disabled

Well, after the above steps, if there are no faults generated, it means that the device is working properly. In addition,
if customers want to know the current network speed, they can carry out a network test with the help of relevant
software.

3. Product introduction

3.1 Basic parameters

Projects Indicators
Product size(H*W*D) 110*105*41
Product weight 386+ 5¢g
Operating temperature -40° C~+85° C
Hardware Storage temperature -40° C~+85° C
parameters Working humidity 5% ~95%
Storage humidity 1% ~ 95%
Operating voltage 8V~28V
Current consumption 120mA@12V (room temperature)

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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3.2 Dimensions & Interface Description
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The hardware interfaces are described as follows.

Interface
serial Name Remarks
number
Power supply range DC8~28YV, standard 5.5*2.1
1 DC8~28V
power socket
Power supply range DC:8~28V, positive power
2 DC-IN+ , PPy TS postiveP
terminal
Power supply range DC:8~28V, negative power
3 DC-IN- . pply rang g p
terminal
4 Vacant Vacant
USB USB debugging interface
Press and hold for more than 5s and then release to
6 Restore .
restore factory settings
WAN port, Wide Area Network Interface,
7 WAN/LAN
10/100Mbps, Auto MDI/MDIX support
WIFI-M antenna WIFI main antenna SMA interface (STA mode)
9 WIFI-D antenna WIFI auxiliary antenna SMA interface (AP mode)
10 LoRa antennas LoRa antenna SMA interface

4. Function setting

In this section, we will go through the function menus on the web interface, where, for reasons of space, we will

focus on some of the function options, and we will choose to outline some of the less common and less important

functions.

4.1 Menu at a glance

In the web management interface, users can set up the functions they need or view the relevant status. Through the

menu bar on the left side of the web page, they can set up specific functions or information as well as make enquiries,

and they can see the directory tree structure of the menu as shown in the table below.

Submenu LORAWAN
Status Systems Services Network
\ menu network setup
General Frp intranet LORAWAN
1 ] Systems ] Interface ]
overview penetration band settings
System . Dynamic . LORAWAN
2 Management rights Wireless
log DNS Gateway Setup
3 Load Planned tasks WAN/LAN Switches

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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Balancing
WIFI
4 Backups/Upgrades DHCP/DNS
Scheme
Reboot Host Name

6 Firewalls

; Network
Diagnostics

8 Qos Features

Load

9 .
Balancing

10 Static routing

5. Functional Overview

5.1 Status

In the "Status" menu column, the user can view the current status of the gateway, including the firewall. The
gateway, the system internal work log, and the real-time refresh of network-related information, etc. The user cannot set

anything in this column. Here, the user can query the content of the relevant sub-menu according to their needs.

5.2 Systems

In the system bar, we can set the administrative parameters of the gateway, etc. These include the login password for

the web pages, the host name, upgrades and other functions.

5. 2. 1 Hostname and time zone settings

In the System->System Properties->Basic Settings option, the user can set the host name of the module and also
modify the time zone, here, our default host name is: EBYTE , the time zone used is UTC (if the product is used in China,
it can be set to: Asia/Shanghai).

Set the host name as shown

below.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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LoRaWAN Gateway

Status

System
System ~
_ Here you can configure the basic aspects of your device like its hostname or the timezone.

System

Administration

Scheduled Tesks System Properties

Backup / Flash Firmware

Reboot General Settings | Language and Style
Services v Local Time ~ Wed Feb 23 18:47:36 2022 S 1S RIS
LoRaWAN Network v Hostname ~ EBYTE
Network v Timezone ute v
Logout

Time Synchronization

Enable NTP client
Provide NTP server [

NTP server candidates ~ C-oPenwripoolntp.org
1.openwrt.pool.ntp.org
2openwrt.poolatp.org

3.0penwrt.pool.ntp.org

(-] -] ]

=
In addition, users can set the language of the web interface (Chinese/English) as well as different style themes. Here,

our default language is Chinese and the style used is our Tech Blue theme.

5. 2. 2User name login password setting

In the System-> Admin Rights-> Host Password option, set the Web Login screen, the host password setting needs

to be at least one character, then click the Save button, the login password can be set. This is shown in the image below.

SRR, o LoRaWAN Gateway

Router Password
Status

System
Router Password
System
Changes the administrator password for accessing the device
Scheduled Tasks Password
Backup / Flash Firmware
Confirmation .
Reboot :
Services v

LoRaWAN Network v

5. 2. 3Restoring factory settings and upgrading

In the System -> Backup/Upgrade option, you can perform the Restore Factory Settings button to ensure that the
user can return to the initial state after setting up the gateway with the wrong operation so that it can be used normally. At
the same time, we have reserved the upgrade function so that when we update the new version of firmware, the user can
perform the upgrade operation by themselves so that they can experience more functions. The factory settings can be

restored and upgraded as shown below.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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esvre ZE% ; LoRaWAN Gateway
Status .
Flash operations
System
- Actions
Administration
Scheduled Tasks BaCkUP
Click "Generate archive” to download a tar archive of the current gur
Reboot
: Cormtondamtap
Services v
LoRaWAN Network
Restore
Network ~
To restore configuration files, you can upload a previously generated live here. To reset the fi o its initial state, click "Perform reset” (only with squashfs images).
Logout Reset to defaults RESET |

PERFORM
Restore backup IR | REE

Save mtdblock contents
Click "Save mtdblock™ to download specified mtdblock file. (NOTE: THIS FEATURE IS FOR PROFESSIONALS! )

Choose mtdblock firmware -

Download mtdblock SAVE MTDBLOCK

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings” to retain the current configuration (requires a compatible firmware image).

Keep settings

Image RN | R FLASH IMAGE -

It should be noted here that when the user upgrades the firmware, please do not disconnect the power, load the
firmware that you have browsed to on the page, click on the firmware swipe and wait for more than 10 seconds before
the next window pops up, click on execute and wait for a few minutes, the web page will automatically return to the login

screen and the upgrade will be successful at this point.

5. 2. 4Rebooting

In the System -> Reboot option, you will be brought to the following interface, click on Execute Action to execute
the reboot, wait for about 40 seconds, the WORK indicator of the device panel is often on, at this time, the reboot is

successful.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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g * FRGSTE
patre 18 ez LoRaWAN Gateway
Status
Reboot
System ~
y Reboots the operating system of your device
System

Administration PERFORM REBOOT

Scheduled Tasks

Backup / Flash Firmware

Services v
LoRaWAN Network

Network v

Logout

5.3  Services

5. 3. 1 Frp intranet penetration

For intranet users without public IP, it is an awkward problem to remotely manage the gateway under the intranet or
other ports of the gateway, intranet penetration can realize accessing the devices under the intranet (such as this machine)
through the public network There are many intranet penetration tools nowadays, FRP intranet penetration with its
high-performance reverse proxy application not only allows customers to easily perform intranet penetration and provide
services to the external network, but also has stable performance Efficient, supports multiple protocol types, etc.

The use of Frp intranet penetration requires the use of a Frp server, which can be set up by the user or purchased
from a Frp server provider according to their needs. Please refer to the "Frp Server Construction Tutorial" for the process
of setting up your own.

Here is an example of how to use the intranet penetration service with a set up Frp server.

1 Open the frp intranet penetration interface of the gateway and set it as follows

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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LoRaWAN Gateway

Status v Global Setting
System 2%
frpc is Not Running

Services A
Basic Settings  Other Settings  Client Log

Dynamic DNS s G

WAN/LAN

Wifi Schedule Software version  0.16.1 =

Custom version.current version:

LoRaWAN Network v

Network v Download source address ~ download-2 .
Server  freenatbid .
LigiUt your remote server [P
Port 7000

Privilege Token -
Time duration between server of frpc and frps mustn't exceed 15 minutes.

Vhost HTTP Port 80

Vhost HTTPS Port 443
Service registration interval 40
0 means dis in

Note: The configuration will not take effect immediately when first configured and will require a reboot.

2 Add HTTP, configure relevant parameters

LoRaWAN Gateway

domain of the maindomain(subdomain_host]

o

Status . .
Frp Domain Config
System
Services ~
i
Dynamic DNS
Basic Settings = Other Settings
WAN/LAN
Wifi Schedule Enable State  Disable @
LoRaWAN Network v Frp Protocol Type HTTP ¥
Network v Domain Type  Custom Domains v
Custom Domains
Logout
Custom Domains couldn't be subdomain or wildeard
Local Host Address  127.00.1 -
Local Host Port
Use Encryption
communication between frpc and frps, will effectively preven
Use Compression
The contents vill be compressed to speed up the traffic forwarding speed, but this will consume some additional cpu resources,
Service Remark Name

The domain name type should be selected as a sub-domain, e.g. if the server is set to xxx.com, the actual mapped

domain name will be frptest.xxx.com

3 Reboot the gateway device

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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BT G, REACETE LoRaWAN G ateway
Status
Reboot
System A
Reboots the operating system of your device
System

Administration PERFORM REBOOT

Scheduled Tasks

Backup / Flash Firmware

Services v
LoRaWAN Network ~

Network v

4 View client logs after reboot

2021/00/28 17:25:83: frpe ok...

2021/09/28 09:25:54 [T1] [service.zo:304] [c924e4aa37012578] login to server success, get rum id [c924edaalT012578], server udp port [0]
2021/09/28 09:25:54 [I] [proxy_manager.go:144] [c924e4aa37012578] proxy added: [test]

2021/09/28 09:25:54 [I] [control.go:180] [c924e4aa37012578] [test] start proxy success

Frp in operation

frpc izf7HR

Open the secondary domain:Here is http:/frptest.ebyte.com/ to access the gateway configuration page.

LoRaWAN Gateway

Authorization Required

Please enter your username and password,

Username  root

password |

£890-868/915LG12-V1.0

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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5. 3. 2Dynamic DNS

In the Services --> Dynamic DNS option, users can add a domain name resolution service to set up the gateway

remotely, etc., as shown in the figure below.

i SreZEN, ozt LoRaWAN Gateway

W/rt Wiki: DDNS Client Documentation --- DDNS Client Configuration

Status s

System i % %
Details for: myddns_ipv4
Services -~ -

Frp Setting Configure here the details for selected Dynamic DNS s
Dynamic DNS Basic Settings ~ Advanced Settings  Timer Settings  Log File Viewer
WAN/LAN

Enabled  [J
Wifi Schedlule

LoRaWAN Network ~
Network ~ Lookup Hostname ~ yourhost example.com
Logout 1P address version ———

O IPv6-Address

DDNS Service provider [IPv4] ~ dyn.com v

Domain yourhost example.com

BACK TO OVERVIEW

In the dynamic settings interface, certain DDNS service providers are already pre-configured in the drop-down
menu in DDNS Service Providers, if the DDNS service provider selected by the customer is not in the drop-down box,
you can choose to customize it.

Dynamic DNS is not enabled by default, please click to enable it first before using this feature.

After modifying, please restart the gateway to ensure it works properly.

Customers need to strictly fill in the parameters filled in to set up DDNS to ensure that the network matches
properly.

DDNS is also available under multi-level routing.

If the network where the gateway is located is not assigned a separate public IP, then this function will not work.

Off-site access to the gateway intranet can be achieved if the relevant port mapping is set up in the firewall.

Multiple dynamic domain names can be added to the gateway.

5. 3. 3SWAN/LAN

In Service --> WAN/LAN option, user can set the working mode of Network Port 1 (default is WAN port) as WAN
port or LAN port, click Save and Apply, the device will take effect after reboot. 4G mode can set Network Port 1 as LAN

port to achieve LAN output. The specific settings are shown in the figure below.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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UM

LoRaWAN Gateway

Status

WAN/LAN Port setting

Setting the Work Mode of Ethernet Port 1(WAN/LAN);Restart to take effect!

System

Services ~
Frp Setting

Dynamic DNS Configuration

WAN/LAN

Wifi Schedule

LoRaWAN Network ~

Mode of Ethemet Port 1

WAN/LAN ~ WAN

Network v

5. 3. 4 WIFI Scheme

In the Services-->WIFI Plan option, users can set events related to wireless WIFL, such as wifi activation or

deactivation, as shown below.

LoRaWAN Gateway

Status v
System E Global Settings
Services ~
Enable Wifi Schedule
Frp Setting
Dynamic DNS Enable logging
WAN/LAN

Activate wifi

Wifi Schedule

LoRaWAN Network Disable wifi gracefully

Network ~ Disabled wifi forced

Unload Modules (experimental: saves mare power)

Logout

Schedule events

BUSINESSHOURS

Enable

Day(s) of Week
Start WiFi

Stop WiFi

Force disabling wifi even if stations associated

5.4 Network

O

[m]
ACTIVATE WIFI
DISABLE WIFI GRACEFULLY

DISABLED WIFI FORCED

O

]

Mondayfd Tuesdayld Wednesday® Thursday® Fridayl | Saturday( | Sunday

06:00 v
22:00 M
o

In the Network Settings section, users can set and query network related parameters such as login gateway settings,

wifi settings, firewall, etc. The following will introduce some of the common setting options for users.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co.,Ltd.
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5. 4. 1 Interfaces

In Network -> Interfaces, the user can set the relevant settings for the LAN port, WAN port, as shown in the

following figure.

LoRaWAN Gateway

[— L LA WAN  WANG  WWAN
System ¥
Interfaces
Services b
LoRaWAN Network
Network ~
LAN
Wireless i
Switch
DHCP and DNS l rm
Hostnames Ui
Static Routes
Firewall yzrm—_; 5
Diagnostics o2
= [
Load Balancing E
wwan0

Logout

Protocol: Static address

RX: 1.33 MB (13203 Pkts)
TX: 3.15 MB (10440 Picts.)
1Pv4: 192.168.10.1/24
IPV6: fd19:d8c4:549b:1/60

[

Protocol: DHCP client
MAC: 40:D6:3C:2CADET
RX:08 (0 Pkts)

TX: 7.34 MB (21729 Pkts))

“ STAR STOP - DELE\'E

Protocol: DHCPY6 client
MAC: 40.D6:3C2CARET
RX: 0B (0 Pkts)

TX: 7.34 MB (21729 Pkts))

oo o] e

Protocol: DHCP client
RX: 0B (0 Pkts)
TX: 0B (0 Pkts)
Error: Network device is not present

o D

In the LAN option, you can set the gateway, subnet mask, etc., as well as the DHCP function for the relevant

settings, as shown in the figure below.

a2, LoRaWAN Gateway
WA wANs AN
Status
Syst
. Interfaces - LAN
Services .o o

LoRaWAN Network

Network o Common Configuration

Genersl Setup

Diagrosti Protoce!
ass

Pus address
Losd Balancing

19 netmsc
Logout

Pt gatenay

1Pt broadeast

Use custom DINS servers

1PYG assignment length

1PV6 sssignment hint

1Pu6 suffc

DHCP Server

GenersiSetup | Advanced Settings  IPuS Settings

lgnore interface

start

32
RX: 135 M8 (13474 Phts )

TX: 323 M8 (10677 Phis.)

1Pv: 192168101/22

1PVS: fd18:dBc45495 -1/60
Stati address ~

192168101

2552552550 -

=]

0

The default DHCP IP allocation range is 192.168.10.100 to 192.168.1.250, with a default lease period of 12h.

Dynamic DHCP IP allocation is enabled by default, and users can choose to turn it off or off according to their needs.

This device also supports VPN clients (pptp,l2tp protocol types). In the following, a demonstration of the VPN

client will be given.

First, we click on Add New Interface and get the following information. Here, we set the name to PPTP and the

protocol to PPtP.
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¥reE® B | oRAWAN Gateway

Status
Create Interface
System

Services &
LoRaWAN Network v

Network

Logout

In the basic settings we enter the appropriate server IP, username and password and add the interface to the firewall
and save and apply it.

L S LoRaWAN Gateway

Status
Syst
i Interfaces - PPTP
Services

.

LoRaWAN Network v

Network

Common Configuration

ancx o oveRVEW ea

Wait a little, then the VPN interface is assigned an IP address by the server, indicating that the remote VPN server
has been connected.

At this point, we pinged the server's internal IP and were able to get through.

Again, the L2TP method of VPN and PPTP are set up in much the same way.
Here, we do not give an overview of other interfaces, and we also advise our customers not to set the relevant

parameters of other interfaces, as easily as possible, if they do not have special needs or are professionals.

5.4.2 Wireless

In the Network --> Wireless --> Wireless Profile option, click on the Edit option to set and query wireless related

parameters, such as setting wireless password, operating mode, MAC filtering, etc., as shown in the figure below.
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RaWAN Gateway

e “ Wireless Network: Master "EBT-E890-A0EQ" (wlan0)
Services -

LoRaWAN Network ~

Net k ~ L 2 A
cwor Device Configuration

Genersl Setup | Advanced Settings
Switch
DHCP and DS

Hostnsmes

Static Routes

33 dfm | Noise: 0 dBm
Bitrate: 650 Mbits | Country: 00

Mods  Channel Viidth
Operating frequency N v 11(2662MH2) v 20z v

ransmit Pover  aulo v
{gout Transmit P

Interface Configuration

Geners! Sstup  WWiraless Sacurity  MAC-Filtsr  Advanced Setings.
Mode  Access Point =
ESSD EBTEBS0-AOE0

Network g

o ¢

Hide ESSID

WM Mede

BAGK TO OVERVIEW saveanreey Wil seve

In wireless WIFI, the default WIFI name is: EBT-E890-XX:XX
where the next characters are the first four bits of the MAC address of the device.
WIFI password is empty by default

WiFi client mode is also supported. Configure the name of the WiFi you need to connect to and the key, save the
parameters and the gateway will connect to the router.

i re LB svacses LoRaWAN Gateway

radiol: Master “EGT-£890-ADEO"

Status v

Syste . o
gt Wireless Overview

Services v

LoRaWAN Network v
) Generic MAC80211 802.11bgn

, resvr J o 0 |
Network ~ Channel: 11 (2462 GHz) | Bitrate: 578 Mbit/s

Interfaces T SSID: EET-E850-ADED | Mode:

h

P and DNS.

T Associated Stations
Satic Routes
el
Nebwerk AC-Address Host Signal/ Neise RX Rate/ TX Rate Discomnest

Disgrestics

o > 72.2 Mbit/s, 20MHz, MCS 7. Shert GI

2 Msster “EST.EC50.A0ED" () - ' on : 35/0d8m =

QoS B Msste B4:5DBIFAEDE: DESKTOP-HJNQENFIan (192.168.10.104) 7/ 5.0 M/, 20MH, MCS 6, Short G DISCONNEGT
Load Balancing

LoRaWAN Gateway

Status = .
Join Network: Wireless Scan
System
Services v
i Signs o Channel Mede 8550 Enerystion
o 205552 : Vst P w5 [“onnenwo: |
Network v

o 1003 TXSB-246 1 Masts BO:95:8ESB4E63.

aster mised WPA/WPA? - PSK [ sonnework |
Logout
100% bicden 1 Master CopsEsSDTD2S weaz - psk
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C A F=2 | 192.168.10.1/cgi-bin/luci/admin/network/wireless_join

Joining Network: "HUAWEIQB"

&
LoRaWAN Gateway

Status v

System v

Services ~

LoRaWAN Network ~

Network ~

Logout

BACKTO SCAN RESULTS.

LoRaWAN Gateway

Create / Assign firewall-zone

less configuration [

VIPA passphraze

Nams of the new netwerk

racio0: Mastar EBT-EGS0-ADED"

radiol: Client "HUAWEIQE"

Status ~

Systs v i .
FHiem Wireless Overview
Services v

LoRaWAN Network
Network ~ Roi

o 100%

o 100%

Generic MAC80211 802.11bgn
Channel: 1 (2.412 GHz) | Bitrate: 722 Meit/s

SSID: EST-E890-A0E0 | M
BSSID: 42:06:3 C2CADE:

SSID: HUAWEIS | Mads

BSSID: 40:06:3 G2CADED | Encryption: WPA2 PSK (CCMP)

5. 4. 3Switches

In the Network -> Switch option, users can combine Network -> Interface to set the type of network port (such as

LAN port or WAN port) or network port enable/disable, in the later version, it will be combined with load balancing to

do related settings, the setting interface is shown in the figure below.

R e

LoRaWAN Gateway

Status

Switch
System
The ntworkp s devi bined t0 2eversl VLAN: in which computars can communicsta diractly with sach other WLANS 4 y defauit one Upl E inten
Services v
LoRaWAN Network v T
Switch "switch0" (rt305x-esw)
Network ~
Enable VLAN functionality &
VLANSs on "switch0" (rt305x-esw)
VLANID CPU (k) a1 a2 Lans ana wan
o _— rz - - (= - -
Losd Balancing
1 ngges v ntagen R o P v o - 3
Logout 2 tagged v oo v oo v oo v o v uniagged v
==

5. 4. 4DHCP/DNS

In the Network->DHCP/DNS option, use MAC-Address to identify the host, [Pv4-Address to assign an address,

and Hostname to assign a logo. Static address assignment: set at "Network->DHCP/DNS-> Basic Settings". This function

is an extension of the DHCP settings for the LAN interface and is used to assign fixed IP addresses and host identifiers to

DHC clients. Only the assigned hosts can connect and the interface must be non-dynamically configured.
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DHCP and DNS

Server Settings

ensralSetongs | Resolyand Hosts s

5. 4. b Hostnames

In the Network-> Hostname option, you can implement a custom domain name resolution, users can fill in any host
name (domain name) they want, here we set "EBYTE-4G-ROUTER" as the host name, the corresponding IP address is
192.168.10.109. This enables the mapping between hostname and IP address, so that when the EBYTE-4G-ROUTER is
resolved locally it actually resolves to the 192.168.10.109 address.

el | oRaWAN Gateway

Hostnames
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5.4.6 Load balancing

The load balancing function dynamically assigns priority, enablement and even traffic ratios between network ports
for multiple network interfaces of the gateway (e.g. wired Ethernet and 4G wireless). It enables the user to make the
allocation mechanism relevant to the actual network environment. In the following, we will explain the load balancing
function. On our gateway, we have access to two network interfaces wan (wired Ethernet) and wwan (4G wireless).
When we switch on the gateway, we can check the operational status of the two interfaces in Status -> Load Balancing

Selection.

LoRaWAN Gateway

T —

MWAN Interfaces

LoRaWAN Network v

Network v

Here, the user can handle exceptions or set some parameters for some interfaces through other sub-options. In the
option Network -> Load balancing, the user can set the parameters related to load balancing, as shown in the figure

below.

LoRaWAN Gateway

L CGlobsl merfscss Members Polies Rules Notfcaton

MWAN - Interfaces

. - : : = 3
= B3

In this device, we have set up the load balancing configuration of 2 multiple interfaces for users by default. In the
following, we make a brief explanation of the relevant sub-options of this function for the load balancing constituted by
these two interfaces respectively, so that users can learn to configure their own rules after understanding them.

Interfaces:

Members:

This is used to set the number of leap points (i.e. interface priority) and the weighting of each MWAN interface. The
general naming convention for members is: "interface name leap point weighting ratio". This is shown in the diagram

below.

abre LN mniny LoRaWAN Gateway

LoRaWAN Network

I

Nety

i
#
s [ [EE S
H
g

EZED E3

The above defines four members, each with a different combination of leap points and weights, which serve the

strategies that follow.
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Strategy.

This is used to group members together and tell MWAN how to allocate the traffic in the "rules" that use this policy.
Members with a lower number of leap points will be used first. Members with the same number of leap points will have
their traffic divided proportionally according to their weight. Members with a higher weighting between load-balanced
members will be allocated more traffic. The device defaults to five policies, as shown in the diagram below.

LoRaWAN Gateway

Status s meraces  Wembers  Goices R Notficaion

bl MWAN - Policies
Senices

LoRaWAN Network

S o< < <<

Network

Lastresort

anreachatie rfec)

van only

bstanced e

g only.

wan_1.49.2

B 1B ] E

Logout 491 wan2

The explanatory notes are shown in the table below.

Name Description
wan_only Use only traffic from the wired Ethernet interface
Traffic from both the Ethernet and 4G wireless interfaces are used
balanced . )
and captured in a 3:2 ratio
4g only Wired first, 4G spare capacity
wan_1 4g .
9 - Wired preferred, 4G back-up
4g 1 wan .
9 - 4G first, wired back-up

Rules.

It classifies traffic into a specified "policy" based on IP address, protocol and port. The rules are matched in order
from top to bottom. All rules are ignored except for the first rule that matches a single communication. Traffic that does
not match any rule will be routed by the system default routing table.

The diagram below characterises the policy of going wan_1 4g 2 for all destination addresses or protocols, i.e.
giving priority to wired network data and getting traffic from the 4G interface when the wired Ethernet goes down or no

data stream is available. When the first rule is not satisfied, match the following one, otherwise it will be ignored.

Logout

B Ea

If the current policy type meets your needs, you can modify the policy by clicking the edit button on the

default_rule rule in the diagram above.
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LoRaWAN Gateway

e L Gk Imefes Membes  Poliies Rulss Netficion

System

MWAN Rule Configuration - default_rule

switch
DHCPand DNS

BACKTOOVERVIEW.

5. 4. 7T Firewalls

In the Network -> Firewall option, make settings related to network security and communication rules, as shown in

the figure below.

LoRaWAN Gateway

o [ o — v o o EEEm
ven M= ROECT et a0 v v EEEaA

[E—— s~ |

1. IP Dynamic Masquerade (MASQ)

MASQ, also known as MASQUREADE, address masquerading, will leave the source IP of the packet into the IP
address of an interface of the gateway, as shown in the figure check the IP dynamic masquerading, the system will
modify the source IP address of the packet flowing out of the gateway to the IP address of the WAN port, here, the

default way for IP dynamic masquerading on.

Zones

Name  Zone = Forwardings Input Outaut Forvard Masqueracing g ming
n [ R s v san v s ~ o el (e ] oo |
e - TR s T o [&r | oo |

2. Communication rules (SNAT & DNAT)
In Network --> Firewall --> Communication Rules, there is a Source NAT column, Source NAT is a special form of

packet disguise, change the source address of the packet leaving the gateway, for example, the source IP of the packet
leaving the gateway address is fixed to 192.168.1.1 (real IP: 192.168.10.1), the setting interface is shown below, the
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name EBYTE for the display interface after the setting, named TEST, for the display interface when added.

In this device, Source NAT is not added by default, when using this function, the user can make the relevant settings

according to the relevant requirements.
DNAT is destination address substitution, replacing the destination IP address of a packet whose destination address

into the gateway is the WAN port IP with the IP address set by the user.

3. Port forwarding
Port forwarding allows computers from the Internet to access computers or services on a private LAN, e.g.

forwarding TCP data from port 82 on the external network to port 82 on the internal network 192.168.10.119 would have

the following settings.

5. 4. 8 Network Diagnostics

In the Network -> Network Diagnostics option, the online diagnostic function is supported.
Ping tool, directly on the gateway side, to perform a ping test to a specific address.
Gateway parsing tool to get the routing path through which the address is accessed.

DNS viewer tool that resolves domain names to IP addresses.

This is shown in the diagram below.

LoRaWAN Gateway

Diagnostics

Network Utilities

Yok <«

vvvvvvvvvv

e v 3 [

5. 4. 9Flow control management (Qos)

In the Network -> Qos option, you can sort traffic packets according to network address, port or service, and apply

network speed limits for a particular interface, among other functions. This is shown in the diagram below.
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LoRaWAN Gateway

Status . R
o Quality of Service
yetem
Services.

LoRaWAN Network
Interfaces

o ¢ ¢ ¢

Downlosd spesd B 10

Uslese speas el 128

Classification Rules

Terget Source host Destination host Protocol Ports Numberof bytes Comment

5.5 LoRaWAN network setup

In the LoORaWAN network settings section, users can set and query the LoRaWAN frequency band, LoRaWAN
gateway related parameters, and view the current status information. For example, the number of received and
transmitted messages, current channel usage, RSSI & SNR, upstream and downstream packet time and airtime. Some of

the common user settings options are described below.

5. 5. 1 LoRaWAN band settings

LoRaWAN band settings are divided into band region and band settings.
Band Region refers to the Regional Parameter specified in the LoRaWAN protocol,
EU868/IN865/RU864/US915/AU915/AS923/KR920, this model supports three regional files, EU868/IN865/RU864,

where the EU868 band region configuration is as follows.

e Bl ==

Status
Channel Plan
System

Services

Yoo

LoRaWAN Network fogon  MeSET o~

ez 528 wspue

[ ]
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The default configuration for the RU864 band area is as follows.

LoRaWAN Gateway

Channel Plan

Region  RUSBLETO v

SendariMode  SWITCHTOADVANGEDNODE

EXTT E3

In addition to the default configuration, there is also support for custom band settings, click on the interface can be
custom band settings, you can custom add the desired band, each band interval of at least 0.2MHz, up to eight

configuration.

LoRaWAN Gateway

Channel Plan

sseI: s

Logout

E3 =3

5. 5. 2LoRaWAN gateway setup

LoRaWAN gateway settings set the relevant parameters of the gateway

LoRaWAN Gateway

LoRaWAN Gateway Settings

T T ]

serings

GaiaylD  COD00000D0OSFFEF

Server Aclres:

Logout

Gateway ID: Gateway identification number, ensure that the gateway ID set is not duplicated with the existing
gateway ID of the server used, otherwise data loss and other problems may occur.

Server address: LoRaWAN server address

Server uplink port: data uplink port number

Server downstream port: Data downstream port number

Response timeout: gateway-server communication timeout

Statistical interval: gateway status reporting period

Heartbeat time: gateway heartbeat reporting period

Forwarding rules: gateway forwarding policy for corresponding LoRa packets
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5. b. 3LoRaWAN Status

LoRaWAN Gateway

LoRaWAN Network Status
Received

0
= Usage Rate Of the LoRa Channel

RSSI & SNR

Uplink package Time

Uplink air Time

Incoming messages: Shows the total number of LoRa messages received by the LoRaWAN gateway

Send messages: shows the total number of LoRa messages sent by the LoORaWAN gateway
lora channel usage: The graph shows the occupancy rate of all channels over a 12 hour period, usually the 8

channels are evenly distributed, if one channel is much less used than the others, it means that the channel may be faulty.
RSSI & SNR.

The RSSI chart shows the statistical signal strength of the received messages, which can be used to determine the
current environmental information, the smaller the RSSI value, the higher the sensitivity of the reception.

The SNR graph shows the statistical signal-to-noise ratio of the received message. The higher the SNR value, the
lower the noise to signal ratio and the better the communication.

Uplink package Time

Uplink air Time

Downlink package Time

Downlink air Time

Uplink/Downlink Packet Time: Number of LoRa packets received/sent by the gateway per minute
Uplink/Downlink Airtime: Airtime to receive/send LoRa packets
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6. Equipment panel identification and function settings

A physical view of the equipment panel (front view) is shown below.

=
w
2
)
x
=
-

WAN/LAN () V- V+ @90 O
(DC 8~28V)

6.1 LED indicators

In the panel, each LED indicator is described, as shown in the table below.

Name Description

WLAN indicator WiFi light flashes on power up

Indicator light Vacant

ETH Indicator Network cable connection lights up

LINK indicator Always on when connected to the server

RXD light Gateway Receive Data Light

TXD light Gateway sending data light

SYS light RF module and network always on for normal operation
PWR light Always on when powered up

6.2 Key settings

In the panel, the function of each physical button and the description of its use are shown in the table below.

Name Description

Restore Press and hold the button for more than 5s to restore the factory settings

6.3  Other markingssss

In the panel, other markings are described, as shown in the diagram below.
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About us

Technical support: support@cdebyte.com
Documents and RF Setting download link:https:/www.cdebyte.com

Thank you for using Ebyte products! Please contact us with any questions or suggestions: info@cdebyte.com

Phone: +86 028-61399028
Web:https://www.cdebyte.com
Address: BS Mould Park, 199# Xiqu Ave, High-tech District, Sichuan, China
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