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1. Product Introduction

NA111/NA111-Ais a serial port server that converts serial port data to
Ethernet data; It has multiple Modbus gateway modes and MQTTC/HTTPC
Internet of Things gateway modes, which can meet the networking functions -
of various serial port devices/PLCs; Adopt industrial design standards to ensure equipment
reliability; The product is equipped with RJ45 interface and RS485 port is 3 x 3.81mm
Phoenix terminal, the product can be installed with guide rail.

Features

® RJ45 supports 10M Ethernet interface;

® Support multiple working modes (TCP Server, TCP Client, UDP Server, UDP Client,
HTTPC, MQTTC);

Support configuration tools, web pages and AT commands;

The server mode supports multiple socket connections;

Support multiple baud rates;

Support DHCP function;

DNS (domain name resolution) is supported, and the domain name resolution server

can be customized;

® Support multiple Modbus gateways (simple protocol conversion, multi-host mode,
storage gateway, configurable gateway);

® Support fast access to Alibaba Cloud, Baidu Cloud, OneNET, Huawei Cloud, and version
3.1 standard MQTT servers;

® Support HTTP protocol (GET/POST request);

® Support virtual serial port;

® Support timeout restart function and customize the restart time;

® Support the short connection function and customize the short connection interval;
® Support heartbeat package and registration package functions;

® Support serial port cache cleaning function;

® Support access to the Internet and LAN;

® Support hardware restoration to factory settings;

® Support online upgrade function.
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2. Quick Start

If there is a problem in the use process, click the official website

link:https://www.ebyte.com/product-class.aspx

2.1. Preparation for use

Before using the serial server (hereinafter referred to as the "device"), it is necessary to
prepare the network cable, computer, USB to serial converter and other relevant auxiliary
materials. The details are as follows:

EE-‘
"

computer

DC 12V switch power
supply

USB to RS485 Several cables

[Note] This case uses NA111 equipment, and NA111-A only has different power input.

2.2. Equipment wiring

NA111 power wiring (DC 8~28V,+(positive, red), - (negative, black)):

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co., Ltd.
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NA111-A power wiring (AC 85~265V, L (live line, red), N (zero line, blue)):

Serial port and network port and wiring:
1. The standard 10M RJ45 network port is adopted, and the M1 indicator light of
the equipment is always on after the correct connection;
2. RS485 interface (3 x 3.81mm Phoenix terminal), device A is connected to A of
USB to RS485 converter, device B is connected to B of USB to RS485 converter (please
use standard RS485 twisted pair shielded cable for a long distance), and the GND of the
converter is connected to G of the device (optional).

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co., Ltd.
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2.3. Software settings

2.3.1.Network test environment

To avoid server search failure and inability to open web pages and other related
problems in the actual application process, it is recommended to check the relevant settings
of the computer first.

(1) Turn off the firewall and antivirus software of the computer;

(2) Configure the network card connected to the device;

(3) This case is for the test of direct connection of the equipment to the computer.
The computer needs to be configured as static IP (the computer is directly connected to the
serial port server, there is no router to assign, and the computer cannot obtain the IP
address). The use of a switch or router needs to ensure that the equipment and the
computer are on the same network end (for example, 192.168.3. xxx);

(4) The static IP of the computer is 192.168.3.4 (the same network segment as the
serial port server), the subnet mask is 255.255.255.0, and the default gateway is
192.168.3.1.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co., Ltd.
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2.3.2.Default parameters
project Default parameters
IP address 192.168.3.7
Default local port 8887
Subnet mask 255.255.255.0
Default gateway 192.168.3.1
Default working mode | TCP Server
Serial baud rate 115200
Serial port parameters | 8 / None / 1

2.3.3.Data transmission test

After the above operation steps, follow the factory default parameters of the equipment
and perform the following operations to realize the transparent data transmission test.

The operation steps are as follows:
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(1) Open the test TCP/IP debugging assistant software;

(2) Inthe "Network Settings" area, select the TCP Client mode. The remote host
address corresponds to the device's default local IP: 192.168.3.7. The remote host port
corresponds to the device's factory local port 8887. Click Connect;

(3) Wait for the computer to connect to the serial port server. After the connection is

completed, MO of the serial port server is always on;
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(4) Open the serial port assistant, set the serial port baud rate to 115200, set the

serial port parameter to 1/8/None, and click to open the serial port;
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(5) For data transmission test, the serial port assistant (serial port end) sends the
test data, and the network debugging assistant (network end) receives the test data. The
network debugging assistant (network side) sends the test data, and the serial port assistant
(serial port side) receives the test data. Realize duplex communication (i.e. local to network
two-way data receiving and sending).
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3. Product Overview

3.1. Product specification

Product product . : : Product size
Number of | Working mode | working voltage
model type : (mm)
connections
NS1 m%Z'Ele 6-way TCP Server | 3.0~5.5V(DC) 17194
NT1 In-line TGP Client
6-way UDP Server 3.0~5.5V(DC) 35x22x30
NT1-B module UDP Client
NA111 . 8~28V(DC)
DTU 6-way MQTT Client 110x66%30
NA111-A HTTP Client 85~265V(AC)
NB114 DTU 6-way 8~28V(DC) 102x84x25
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3.2. technical parameter

project explain
working voltage | 8~28V DC (NA111) /85~265V AC (NA111-A)
Serial port (RS485, 3 x 3.81mm Phoenix terminal)
Network interface (RJ45)
TCP Server (default), TCP Client, UDP Server, UDP
Client, HTTP Client, MQTT Client

Interface

Working mode

SOCke.t TCP server supports 6-way client connections
connection
Network protocol | TCP/UDP. MQTT. HTTP. IPv4. DHCP. DNS
IPacquisition | o e Ip (default), DHCP
method
DNS domain

. support
name resolution PP

Domain name
resolution server

114.114.114.114 (customizable)

C?!Zf:égn Web page, parameter configuration tool, AT command
IP address 192.168.3.7 (customizable)

user name Admin (customizable)

password Admin (customizable)

Local Port 8887 (customizable)
Subnet mask 255.255.255.0 (customizable)

gateway 192.168.3.1 (customizable)
Serial port cache | 1024 Byte
Packaging | 515 Byte
mechanism
Serial baud rate | 1200~230400 bps (115200 by default)
Data bits 5.6, 7, 8 (default)
Stop bit 1 (default), 2
Check bit None (default), Odd, Even

Flow control NONE (default), RTS/CTS, DSR/DTR, XON/XOFF
Product size one hundred and ten x sixty-six x 30mm (L x W x H)
Product weight | 80g + 5g (NA111). 90g £ 5g (NA111-A)

Working
temperature and | -40~+85 ‘C, 5%~95% RH (no condensation)
humidity
Storage
temperature and

-40~+105 C, 5%~95% RH (no condensation)
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| humidity |

3.3. Indicator Description

Data Transceiver

(1} @ POWER

e
\2} ® o

z
(3 5 ) @ RXD
A
.\4 ) @ ™o
BN
(5) @ M

Seria
name function explain
num

ber

1 POWER Power indicator

Power on: the blue light is always on.
Power off: the lamp is off.
3 seconds before power-on: flash.

Serial port When waiting for the network cable: always
2 TXD transmission on.
indicator Data is sent: the red light flashes.

No data transmission: the light is off.
3 seconds before power-on: flash.
When waiting for the network cable: always

Serial port on
3 RXD rec.elvmg There is data reception: the green light
indicator
flashes.
No data reception: the light is off.
3 seconds before power-on: flash.
When waiting for the network cable: always
on.
4 MO Link indicator | Network connection: the green light is
always on.

Network disconnection: the light is off.
UDP mode: the green light is always on.
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Network cable connection: the yellow light is

always on.
The network cable is disconnected: the light

is off.

5 M1 STATE indicator

[Note] When the network cable is not connected, POWER, TXD, RXD and MO are all on, M1
is off, and the device is in standby state.

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co., Ltd.



o
EI:’:\\"'E;'E Chengdu Ebyte Electronic Technology Co., Ltd.

NA111/NA111-A User Manual

3.4. Mechanical dimensions

P N
LI o W
o}
[=
130, s
grEl, L 1l B
AL I Y E @ @ -12_5-_ i
e [ [ y ] g
i 10.0 = | 355 ‘
- u:
_ e | B mm
3.5. Pin definition
Data Transceiver
CTD & Fowes (6} ——— QO Restore
.’:2} @ 0
.@} @ RXD ] O
@j @ Mo @) = 5
(53 & M
GA B — _
® —— [F5 +—©
RS485
L — i
Serial : .
name function explain
number
1 POWER | Power indicator Power on: the blue Illght is always on.
Power off: the lamp is off.
Serial port 3 seconds before power-on: flash.
2 TXD transmission | Data is sent: the red light flashes.
indicator No data transmission: the light is off.
Serial port 3 seconds before power-on: flash.
3 RXD receiving Data is sent: the green light flashes.
indicator No data transmission: the light is off.
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3 seconds before power-on: flash.

Network connection, the green light is
always on.

The network is disconnected and the light is
off.

UDP mode: the green light is always on.
The yellow light is always on when the
network cable is connected.

The network cable is disconnected and the
light is off.

Press and hold until the POWER, TXD, RXD
6 Restore Reset button | and MO indicator lights are always on and
then release.

4 MO Link indicator

5 M1 STATE indicator

7 RJ45 Network 1 4 )\ network interface.
interface
8 RS485 | RS485 interface | A connects to A and B connects to B.
NA111: 8-28V DC input, 2 x 5.08mm

Power NA111 (DC) Phoenix terminal.

input NA111-A (AC) | NA111-A: 85-265V AC input, 2 x 5.08mm

Phoenix terminal.

3.6. Installation method

The equipment is installed by guide rail.
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4. Product Function

4.1. Network parameters

4.1.1.IP address type

The IP address is the identification of the module in the LAN, which is unique in the LAN.
Therefore, it cannot be duplicated with other devices in the same LAN. The IP address of the
module can be obtained by static IP and DHCP.

(1) Static IP: The static IP needs to be set manually by the user. In the process of setting,
pay attention to writing the IP, subnet mask and gateway at the same time. The static IP
is suitable for the scenario where the IP and device need to be counted and
corresponding one by one.

Advantages: access to devices that cannot be assigned |IP addresses can be searched
through the full-segment broadcast mode, which is convenient for unified management;

Disadvantages: Different intranet segments in different LANs lead to the failure of
normal TCP/UDP communication.

(2) Dynamic DHCP: DHCP is mainly used to dynamically obtain IP address, gateway
address, DNS server address and other information from the gateway host, thus
eliminating the tedious steps of setting IP address. It is applicable to scenarios where
there is no requirement for IP and no requirement for one-to-one correspondence
between |P and modules.

Advantages: The access router and other devices with DHCP server can communicate
directly, reducing the trouble of setting IP address gateway and subnet mask.

Disadvantages: If the module is connected to a network without a DHCP server, for
example, if it is directly connected to a computer, the module will not work properly.

The subnet mask is mainly used to determine the network number and host number of
the IP address, indicate the number of subnets, and determine whether the module is in the
subnet.

The subnet mask must be set. Our commonly used Class C subnet mask is
255.255.255.0, the network number is the first 24 digits, the host number is the last 8 digits,

Copyright ©2012-2023, Chengdu Ebyte Electronic Technology Co., Ltd.
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the number of subnets is 255, and the module IP is within the range of 255, then the module
IP is considered to be in the subnet.

Gateway refers to the network number of the network where the module's current IP
address is located. If the router and other devices are accessed when connecting to the

external network, the gateway is the router.

4.1.2.Domain name resolution (DNS)

Domain name resolution converts the domain name into an IP address recognized by
the network through the domain name resolution (DNS) server. The domain name resolution
(DNS) server address of the serial port server supports user customization. It can achieve
domain name resolution through the customized domain name resolution server in case of
domain name server exception. The device will report the resolution request to the
customized domain name resolution (DNS) server during domain name resolution, and
return the device connection parameters (generally IP address) after the resolution is
completed.

In DHCP mode, the domain name resolution (DNS) server address is automatically
obtained (synchronous router domain name resolution address) and cannot be modified.

In the static IP mode, the default address of the domain name resolution (DNS) server is
114.114.114.114.

4.1.3.Intranet access port

The default intranet access port is 80.

[Note] If the port number is modified, the port number should be added in the address
input column. For example, to modify the web page access port to 8080, you need to enter
192.168.3.7:8080 in the address column to connect to the web page configuration.

R O 1921683.7: 8080

HZERFRBARAE

BEES language(#2 v
BEES o032z BEgS[edmn 00 o~ | B3@E

TRiRsL | TePiRsS ERMAC 84-C2-E4-36-05-3A

@EPw | eEwoss | mmssed o |
FREG (2552552550 | m[10216831 | EIEDNS [114.114.114.114
BRYIP/ARE 19216833 B0 sses
i R P T BagNoNE v
L e —— e ol
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4.2. Network operation mode

4.2.1.TCP server mode

TCP Serveris a TCP server. In the TCP Server mode, the device listens to the local port,
accepts the connection request of the client and establishes a connection for data
communication, which is usually used for communication with TCP clients in the LAN.

When the Modbus gateway function is turned off, the device will send the data received
by the serial port to all the client devices that have established a connection with the device.
At most, it can connect 6 clients. After the Modbus gateway function is enabled, the

non-Modbus data will be cleared and will not be forwarded.

. W=

TCP Client
— RS485 i \
- = - | R —
Jl— 8~ — =
AP BROEE TCP Server y TCP Client
e | S—
1
TCP Client

4.2.2.TCP client mode

TCP Client is the TCP client. When the device works, it will actively send a connection
request to the server and establish a connection to realize the interaction between serial port
data and server data.

To use the client, you need to configure the IP address/domain name and target port of
the target accurately.
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— RSA485 E | ‘ _—
—_—1 L= = h 3 '. e,
BHRELSHE TCP Client TCP Server

4.2.3.UDP server mode

UDP Server means that the device does not verify the data source IP address when
communicating with UDP protocol. After receiving a UDP packet, it saves the source IP
address and source port of the packet and sets it as the target IP address and port.
Therefore, the data sent by the device only sends the data packet to the source IP address
and port of the last time the device received the data.

This mode is usually used in scenarios where multiple network devices communicate
with this device, and the frequency is high, and TCP Server cannot meet the conditions.

Using UDP Server requires remote UDP devices to send data first, otherwise data

cannot be sent normally.
[Note] In UDP mode, the data sent by the network to the device should be less than 512Bit
per packet, otherwise it will cause data loss.

4.2.4. UDP client mode

UDP Client is a connectionless transport protocol that provides simple and unreliable
transaction-oriented information transmission services. There is no connection
establishment and disconnection. You only need to configure the destination IP and
destination port to send data to each other. Usually used in data transmission scenarios
where there is no requirement for packet loss rate, the data packet is small and the
transmission frequency is fast, and the data is to be transmitted to the specified IP.

In UDP Client mode, the device will only communicate with the configured (target IP and
target port) remote UDP device.

In this mode, the target address is set to 255.255.255.255, and the transmitted data will
be broadcast in the whole network segment, but the receiving and transmitting equipment
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needs to ensure the port consistency, and the equipment can also receive the broadcast
data.

4.2.5HTTP client mode

This mode can realize the HTTP packet grouping function, and provides two modes:
GET and POST. The customer can configure parameters such as URL, Header, and send
packets by the device (serial port server) to realize the fast communication between the
serial port device and the HTTP server. The HTTP client mode is recommended to use the
random port and open a short connection to save the HTTP server resources.

|
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..... 4
g
B OHE 4 58 SR
CET brrp /URLPERITESA HITES L. |
HRE R, HOST TIT.GhTE. OO .
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i = ute Fri. I i 2021 01 20 13.Gr HTTPE
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1. GET

Use the HTTP mode of OneNET multi-protocol access to test the HTTP-GET request of
the device, as shown in the following figure.
(1) Return data configuration with header:

F&E2%  BOSH  SESH NedusBH

FEMZEREFREERAE Z
- Esit IE | A 3 Sl 51200748
BEBS arA WESNE 51200745 Language % £ PIRE RS  aduin (R o)
ik M% 192.168.3 .1
P T {5 HITP EFWR ~|  TRE®  |255 255.255.0
Sifr/itE SqM0 s :
MQTT?E HTTP%
HTTPERAEL  GET v TEEEKEE xE M
HTTP URLE&?E [/1.php?
HITPELK
FIREHTTPEL User—Agent: Mezilla/5.0
bl ) - Modbus IS6RESH e
mopsus . moDBUS 50 FATRERS 49
L2 2 PRI 751065535 ms 0103 000000 0A| %
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Data return test:

XCOM V2.6 = O X

[2022-01-05 17:17:50.657]

TX: datastream_id=char BB

[2022-01-05 17:17:51. 783] char I:IV

RX: HTTP/1.1 200 OK 2021-12-31 14:28:54

Date: Wed, 05 Jan 2022 09:17:50 GNT v

Content-Type: application/json

Content-Length: 134 7

Connection: keep—alive

Sexrver: Apache—Coyote/1.1 28 hd

Pragma: no—cache = Tal

{"errno”:0, “data”: {“count”:1, “datastreams”: [{"datapoints”:[{"at”:72021-12- —

31 14:28:54. 4927, “value” :28}], “id":“char”} 1}, “error”:“succ’} RFED || AR
[ 1ex##8R] DTR
[Jrts [ BzhigtF
(4 ik ns

BREE ZEERE R 28

datastream_id=char

AR

O mftsE  Bp:[100 | ms | | | T REXfF LR
[ 1extikis [ RERiT 0 [IB2R) ESRFISIOFITRE LT
|cTs=0 DSR=0 DCD=0 | agatia) 17:17:52

£+ ~|www.openedv.com l S:18 ‘ R:312

(2) Return data configuration without header:

FEESH  SmO28 SRS Modus2H

HEMZEERFREERAR
E5
PitisE  EhEP ~ I SNES 51200745
FRERES  adnin BB ISR
s EES 192.188.3 .1 Ll
a0 [T o S AMIPHIEE  192.188.3 .7
EEE T ~ S
R TR R =T (=
GINE oD
TTPERA [GET v | MEEEREE R

TTE URLEEHZ [/1.php?

HITPEH
ser—Agent: Mozilla/5.0

URLIE: /1 piv
Vacr-haent: Beei11o/5.6

8 FEEHTTPE L

4

sty < Modbus IESRESH w|[me
MODBUS . = MODBUS <00 FeaERES 49
s SSBIRRH 0 655 35ms T I AT

Data return test:
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XCOM V2.6 — [m] X
BO%E

[2022-01-05 17:09:10.892]
COM4: USB-SERTAL CH34C v

TX: datastream_id=char

[2022-01-05 17:09:11.970] BT
RX: {“exrrno”:0, “data”:{“count”:1, “datastreams”:[{“datapoints”:
[{"at”:72021-12-31 f21kf 1 N
14:28:54. 492" | “value”:28}], “id”:“char”}]}, “exror”:“succ”}

pr— #igfz 8 v

fisgfu None v

char ——
B SORE @ XaE0
wrEn || mmEk
[ 163$8R[ ] DTR
28 Oms [ @&hien

[ e ns

SRRE SREE R 28

datastream_id=char

etz Bg: |100 | ns | | FTF RiENf ELlRE
U 1688k [ REHi1T 0% AL ESRFISIOOFHTRESE L
£+ ~|www.openedv.com ’ S:18 R:136 CTS=0 DSR=0 DCD=0‘ SRiadiE 17:10:42

2. POST

Use the HTTP mode of OneNET multi-protocol access to test the HTTP-POST request
of the device, as shown in the following figure.

(1) Return data configuration with header:
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P [(Z= TSR (nTTPERE v HERMAC 84-C2-E4-36-05-3A
igIP 19216837 Ii-ﬁﬁﬁliﬂn | v m ) |
IS 255.255.255.0 W< 192.168.3.1 BEEDNS 114.114.114.114
EIfIP/ 15 [api.heclouds.com | =]:0em [ |
BOgE
IBIEEE (115200 v =i v S [ NONE v
=10 1 ] = [NONE ]

HTTPIIEES R
HTTPiERA=
URLBE#EE: | /devices/863876867/datapoints |
spi-key: sh kb bal

HTTP : Hozt:api. heelouds. com . T
P
MODBUSKIZ<THEE
MODBUS _ -
TCPseRTU =2 2 Modbus E<REEM | | [ |[m=
D [ vl MODBUS[s00 | HATESES 49
FiEL = imEIRSE S5E:0-65535ms 01 03 00 00 00 0A[X]
Modbus 00| Modbus/c |
FESHBRIRIE] S5 E:0-65535ms {ESTERE S5 E:0-255s

EEfETl OO XX XX
B XX 20 1 G EIEL XS XX Z A A — =18

BEAESNEES
)
mﬁ&mﬁl?&m:@fé@:?-ESSs mﬁm)’iﬂ-SOPR i >:#:0;78H:60-655355
e Z_ ] T
i 078/ 1-65535s R 02255 seoven Lt 20 v
A [SO05E v B3NPk [ keepalive message | O Hex
s [ =R aEs v EEENSHIG register message o

REst  S088  SHEH  Mdus

BExss
| et Este | v SHD -r.
AT RS adnin fAriRiaERE 80 =
g 192 168.3 .1 DHS 114 114,114 114
TP 192.1668.3 .7 TR0 ] =
| Pigs T etest HITE B | ~ FRlER 255, 2565, 266, 0
F#:T—.IPHEEE. api. heclouds. com EiFima a0 I =
I |
MATTE#T  HITEE#D
HITHEFR A=, FOST v TEEELEE xd W
HTTF VELRETE Jdevices /GB35 76567/ datapoints
HITEHEISL
api=key. whe aimg . , gl
L Host:api. heclouds. com

Data return test:
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XCOM V2.6 - = v
BO%LE
501111} COM4 : USB-SERTAL CH34C v

[2022-01-05 17:24:35. 508]
TX: {"datastreams”:[{"id”:"char”, “datapoints”:[{"value”:

[2022-01-05 17:24:36. 593] 3 (im0 ]
RX: HTTP/1.1 200 OK RE

Date: Wed, 05 Jan 2022 09:24:35 GNT &1k 1 v
Content-Type: application/json N
Content-Length: 26 #gfu 8 v

Connection: keep—alive
Server: Apache—Coyote/1.1

Pragma: no—cache — BOEBE @ X80

fagfu None v

o & i @ S
{"errno”:0, “error”:“succ”}

BrEn | ARk
[ 163#$IFR] 1R
50 [ rts O &zhisr

(] e ns

BREE ZREE iR B

{"datastreams”: [{"id":"char”, “datapoints”: [{"value”:50}]}]}
O mptsE  En: (100 | ms | || TR RENE | BLERE
O 1otz (] REHIT 0% RIR2R] ESFEFISI0F TR Fh

£ - www.openedv.com | :59 | R203 | cTS=0 DSR=0 DCD=0 | 5atatiE] 17:24:40

(2) Return data configuration without header:

P& 5% IEESHTTPERE v BEHRMAC 24-C2-E4-36-05-3A
B&EIP 10216237 | ismn[o ||  EsEO e |
FRIEE 255.255.255.0 W% 192.168.3.1 ENADNS 114.114 114,114
m—[am heclouds.com | Hem[e0__ |
ﬁﬁﬁhwzno ] Eoui v v B8 NONE
(=31 ivd ] v = [NONE v

HTTPgS st [FOST v

URLEE#: | /devices/863876867/datapoints |
spi-ker ik ATk

Host:api. heclouds. com

HTTPfmsk: 8 FEEHTTPE%
MODBUSRIXTIEE
MODBUS
TCP&ERTU =3 ~] Modbus {5SEREEE | | | &m
MODBUS . MODBUS FATERESES 49
[EES R shitmiElfEmEl SEE:0-65535ms 01032 00 00 00 DA@
Modbus[1000 | Modbus[0 |
S EERIIE SEE:0-65535ms {ES MR 55E:0-2555

STl OO0 XX XX
B XX "2 1 6 SR XX S XX 2 A — =18

%57&3?505’-?‘"\
sl oo I O
e EJB\‘:!‘Z_'J (0 FEFE:7-2555 SEE1-60R *F:0;;EF:60-65535:
. L - PRESERES
R G -655355 SEF07BmE:2-2555 mEmOEE ]
ket SO0 - Eﬁz_y‘{rﬂ;ﬂmﬂeepalive message | J Hex
e ZFEEaEs v BrESGH reister message Hex
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FREZH  BOsH SHSH MedwEH

EfEH

| ey EfF5IE | v 5N -r.
FIFERE  adnin FIRihiERO 60 i
ZES 192,188.3 .1 DHE 114.114.114. 114

FHITE M 192 168.3 .7 fztiﬂﬂ.ﬁﬁu i [

E&J%I'f’ﬁ#ﬁiﬁ HITP EF‘@%I v FRHED 25E, 256, 256,10
m@. apl. heeloud=s. com Efrm] 30 l =
MATTEST  HITESH
HTTEE A, FOST v FEEESEEE HE s
HTTF VRL3GT% Adevices/BA3GTEE6T datapoints
HITEEL 5L
api—key: sl w w T ll
Host:api. heclonds. com
Data return test:
XCOM V2.6 == O X
SB0%E
[2022-01-05 17:30:47. 416]
TX: {“datastreams”:[{"id":"char”, “datapoints”:[{"value”:25}]}]1} COlt4 : USB-SERTAL CH34C v
[2022-01-05 17:30:48. 481] 3 -
Ri: {“errno”:0, “error”:“succ”} i Ak
f21tfz 1 N
gz 8 v
gt None v
char =
BO#E @ XiFR0
BFEO | AR
[ 1e#t#IRRC] DTR
25 [Jrts [J szhiz?z
i ns
BREE SEERE iR %
{"datastreams”: [{"id”:"chax”, “datapoints”: [{“value”:25}1}]}
O Erteix  Bg: |100 ] ns [ ] FTF RENfF iR
O 1etiliix [ RERHT 0% [XIRLR) ESRFISI0FHRESR LS
% - www.openedv.com , S:59 R:29 CTS=0 DSR=0 DCD:O‘ SRIETE 17:30:49

4.2.6.MQTT client mode

The serial server supports the fast access standard MQTT3.1 protocol server (OneNET,
Baidu Cloud, Huawei Cloud, user-built and other server types) and Alibaba Cloud server,
supports the quality of service level configuration (Qos 0, Qos 1), supports the ultra-long text
configuration, and facilitates better access to network service operators (server address,
three elements, subscription and publishing address support the configuration of up to 128
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characters).

— —_—
wirses . wE ) wses ||| || .
. — —— —
reemn: e
EMZER. BTN SEE FORESRARREEMES
- . ERESR Y
£06 5 88 AR H T30 55 bk
% = |
s 0 BT B AR i
§ % [EE
AR BRI WTTTEST RN i WTTTEST
| EOEERRE WTT_TEST AT B HOTTTEST
| — —

[7E] BT Of A TS| 3 #1788, Wtk B3Rl BA

1. Standard MQTT3.1.1
Here, the standard MQTT3.1.1 connection takes Tencent's standard MQTT3.1.1 server as
an example. The "three elements" described in the standard can be obtained from Tencent

server as shown in the following figure:

ELDOERCUKDDEV01 =3
ELDOERCUKDDEV01;12010126;ED6EM4;1677376303 =+l

b B = 7269899 hmacsha256 =il

Parameter configuration (upper computer and web page) is described as follows:
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P& (5= EHRMAC 84-C2-E4-35-05-3A

THeEsl (MoTTERE v

ig=IP 19216237 Iiﬁﬁia*al:l . it m [ |
FRIHEES | 255.255.255.0 WIS% 192.168.3.1 EEDNS 114 114 114 114
1
BHialP/iE [192.168.3.3 S[irm
BROEE
B4EEE 115200 v b (s v HeBGHE [ NONE v
=1k [ v TRE[NONE v
MQTTIIEEEE
Sl [FEMQTTa 1.1 v keepAlive:[120  |38[:30-1200 s
m:ltest—iol |
(Client ID)
AFaE:
(oo riasia [12347ail |
E‘E'| 123456789 |

(Device secret)
PrductKey/| 123456 |

%#n 3| 21/00000009000000094411/5ub | Qos=t:(0 v

{7135 2lll00000009000000094411/5ub | QosZF:[0 |
REEEL  BOSH SHEH MduwEH
ErEd
[rifafh2eRY ZfFEIP | v SNRD 51200743
FRIERRES adnin T L =
fed e 1921683 1 NS 114,114 114 114
FHIEHE 192.168.3 .7 0 0 =
Fdss T A, MATT R o FhdiERs 255, 255, 255, 00
BrIE A 192 168.3. 3 Eﬁ‘ﬁ%lﬂ 8383 ! =
MITTEHT  HITRE:H
FaiiE FofE MATT 3.1.1 v ik A 1200 B
ClientID tezt—iot
UserHame 1234/all
Password 123456729

123456

Tl 411 ,/0000000800000005441 1 /=ub QosZEiR 0w
AR R 411,/00000009000000094411 /sub QosZER 0 v

Configure the corresponding subscription publishing address, and use the platform online
debugging to send data for communication test:
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RERER BRFIZE TS REFT REEE

@ BUUSTEASMRERLDE SREEFRRAER TAEEHE EESSMREnERLsS

TRHS
s R SRR
e HE
ELDOERCUKD/DEV01/SUB )
- =i MRIES 2021-10-21 18:22:28 EBYTE_MQTT_TESE
Qo 1
; S SO
EBYTE_MQTT_TESE X EBYTE SOTT. TESE COMB USB-SERTAL CH3IC +
v
FREE SRNE e -
e
O EndkiE @t | ms | || frss || mEEE || fElEE
pzs1s8 [ etz [ REHT 0% [RESF] ESRETISI0FHTRRE EH
£ ~|www.openedv.com ‘ S:0 R:15 CTS=0 DSR=0 DcD=D| SHRIETE] 16:23:06

2. Alibaba Cloud
Support the use of Alibaba Cloud's "three elements" to directly connect to the server and
obtain the "three elements" required to connect to Alibaba Cloud, as shown in the figure:

WERFS | REEE / RE REFE
« DEV04 &=

EBYTE &F

]
i

()

alGlhuTUTyN S5
== Topic 73 YIEEIEIR wE T pogliz=s::l HERS L axizl
BEER

Configure Topic for communication test:

YERMTS [ RBESE / W/ ] R ]
al1GIhuTU1yN E# ProductSecret Tk g2
e

HiERT | REIEIE RERA

ERE(E Topic P B (= Topic o
FEM Topic 3¢

EiEY Topic BERIR ik
/a1GIhuTU1yN/${deviceName}/user/1234 REHIE

Select the corresponding product, select "Custom Topic" under the topic class list (see
Alibaba Cloud documentation for details), click "Define Topic Class", configure the name as
1234, and grant publish and subscribe permissions (for data retrieval).

Configure the device connection parameters, as shown in the following figure:

{
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"ProductKey": "a1GIhuTU1yN",

"DeviceName": "DEV04",

"DeviceSecret": "XXXXXXXXXXXXXXXXXXXXXXXXXX"
}
Alibaba Cloud server address: ProductKey iot-as-mqtt.cn-shanghai.aliyuncs.com: 1883
Topic of subscription and publication:/a1GIhuTU1yN/DEV04/user/1234

P&t [z v TS vaTTE~E v EHRMAC 24-C2-E4-36-05-3A
TE=IP 19216837 [Mﬁw | ; | PSR 50
FRHEE 255.255.255.0 P 192.168.3.1 EiEDNS 114.114.114.114
B#9IP/13 | 21 GIhuTU1yN.iot-as-matt cn-shanghai. aliyuncs.com Benm0 | 1883 I

SEAEEE (715200 v 54 v ~| B8 [ NONE v

=1E6i 1 v = [NONE v

e

Pl A== v keepAlive:[120  |35E:30-1200 s

iEEE:
(Client IDy PEV24 |

ArRa:
(Device name)
=

Device secret)
PrductKey|a1GihuTU1yN |

[DEVO4 |

[ e 100000000000000000 A5 4175 |

%#p 3 /1a1GIhuTU1yN/DEV04/user/ 1234 | Qos=&:[0 ~|
TR /a1GIhuTU1yN/DEVO4iuser/ 1234 | Qos=: [0 v

Rzt SOZH  SHEH ModbusZH

RS

IPMEZER  ZEIF v SHES 51200748

MAEREWS adein MR ENRE 80 5

BEES B e bl o e e DHS 114,114,114 114

AMIpiit 192.168.3 .7 FiiwO 0 2

Meg TAERTL  NOTT &P v |  FRIE® 255,255, 265.0

HiRIP/ 182 t. cishanghai. alivunes. con B¥ramE 1883 =

WTTEE HTIPEH

FHEE e ~  LEEREEE 1203 =
test-iot

DeviceName DEVO4

DevicebSecret cofdfSblzxxxxxxxxxxxxxxxxxfhob4f75

FrductEey alGlhuTUulvN

TRER /a1GThuTU1yN/DEV04/user/1234 QosFHR 0 v

EmEM /a1GThuTU1yN/DEV04/user/1234 QosFH 0 v

Alibaba Cloud MQTT platform communication test:
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U2 od Ut

BX: EBYTE ALIYUNN MYTT /

3. Baidu Cloud

Support the use of Baidu Cloud's "three elements" to directly connect to the server and

obtain the "three elements" needed to connect to Baidu Cloud, as shown in the figure:
o) © ==

< EEAETIE

it e ®E WELE N
ol © ==
< EBYTESH | Hukfze
&r EBYTESSM 28 DOME
) BEEKE 0 =% 2t - ;
=0 =i ~
- -
OB A - e leTCoreld amkins
e vi @ EINaNirel = '
s RN .
= L ¥ B I

Sl 1 R 53t % S

A

EBYTERM

A5 EBVTESA UEI:  2021-07-201313:02 / | i ol

e _ BRSEBHUAL, 11863 a

IPEERL (G ~ TieE (maTTE s v HEERMAC 24-C2-E4-36-05-2A
iGEIP 19216827 | &m0 | | FAITAIRIRC 20 |
FI9HEES 2552552550 WIS 192168 3.1 EEEDNS 114114114 114
1
EIffIP/13 [ id.iot. gz baidubce.com | Blmr 1882 | |
ﬁl:liﬂi
BFER 115200 v Hileliz |2 v a3 [ NONE v
[=11Z ] v = [NONE v
el EEE v keepAlive:[120  |58[:30-1200 s
EEE
(Client D) | DeviceKey |
APE:

[leTCoreld/DeviceKey |

(Device name)

{anise i t): [ DeviceSecret |

PrductKey|a1GIhuTU1yN |

:ET!u_:Eﬁ| Siot/{deviceNamel/evenis

| Qs

i]}ﬁJH| Siot/{deviceNamel/msg

| Qos=:[0 -
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P2t SBO2H  SREH Modus2H

B

|IPiithtzsAl  ghESIP | v SN 81200748

MOERES  adnin FmREERO 80 =
S ISR ARl ous 114.114.114. 114

FHIpiat  192.168.3 .7 FHERO 0 =
Pl TAERT  MOTT FFR r| RS 255.255.255.0

Hirip/ 5 id. iot. gz. baidubce. con BirigO 1885 =
NOTTE % HITPEH
=gt BEZ= v LEEEE 1208 =
ClientID DeviceKey

UzerName loTCorel d/DeviceKey

Fassword DeviceSecret

1234586

T IRIE R $iot/ [deviceNane} /events QosFER 0 v
i $ibt/ {deviceNane} /nsg QosFeR 0 v

Subscription and publishing require the establishment of a rule engine to achieve data
retrieval. First, a message template needs to be established, as shown in the following

figure:
Q ==
SENHSIR
< | EBYTEZH o s
F= EBYTEZH « RS ‘ TEST ‘ ?

5]

BiRSE/ID =

wiR

TEST

AERE t85m0Orw2

Create a rule engine for data retrieval, as shown in the following figure:
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Q 25
(Es= 7N o LG e =
EBYTEZH) bt ] OME/even pictElf
Efz:  EBYTEZA
ik
e (Bl
[ + esmn [OF eovmiim, )ty “back’
i s © Ll e
EHID
e #m &
HBER loT Core: amkinjs
e QTT=5 == SieyDOME/msg
RS == Qos: 1
| AF=

Enable the rule engine, restart the device (re-subscribe and publish), and the
communication test is as follows:

XCOM V2.6

2211022 09: Gl 25, .i:E’ RX
Wys EBYTE_BALDU MQTT

4. OneNET

Support the use of OneNET "three elements" to directly connect to the server and obtain the
"three elements" required to connect to OneNET, as shown in the figure:

Bl cooneNeET | MOTTHIKEES Bl coomenET |

x anne
YR

EBYTEZ

@0 umaE emua

Configure the device connection parameters, as shown in the following figure:
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PSS | 5= v TEE  MaTTERE | v EHRMAC| 54-C2-E4-36-05-3A
ig&IP 19216837 I =m0 o | FICTAIERSO | 80

FaiES 255.255.255.0 P% 192.168.3.1 EiEDNS 114.114.114.114

BfIP/ S | mgtt heclouds.com BfRm0 | 6002

IR (115200 v o= ] S NONE v]

[=t1=ivdE] " A= [ NONE v

&R [OneNET= v keepAlive:[120  |38[:30-1200s

[ Device ID |

ji it

(Client ID)
ARa:
(Device name)

[Product ID |

(Device secret): | Device namejuser password |

PrductKey|a1GihuTu1yN |

&ABTE [ testsub | Qos=:[o |
1T IR  testsub | Qos=:[0 ]
FEER  SO2H SHZH ModbusEH
ETEH
| TP hE 2 A 17 1P i v SHES 51200745
MEERWES  adnin MmIiRiEsO 80 =
S LhZeliRReR DNS 114,114.114.114
AMIPHHE  192.188.3 .7 RO o <
FleE TEE  moTT FF R v |  FRIE®E 255,255, 256.0
BfrIP/ 1% mgtt.heclouds. con [Eﬁﬁﬁlj BO0Z I =
MTTEZH  HITPSH
G5k OneNET 75 v LEEREE 1208 &
ClientID Device ID
Userllamne Product ID
FPassword Device namefuser password
125456
TR testsub QosZ4E o
EmE testsub QosZdE o

Server address: 183.230.40.39:6002

Device name: fill in the device ID of OneNET;

User name: fill in the product ID of OneNET;

Password: fill in the device name (MQTTS) and the user-defined key (MQTT for
multi-protocol access);

OneNET supports automatic generation of topics with subscription and publication attributes.
Only the same address of subscription and publication is needed to realize data
transmission. Communication test:
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COOneNET | MQTTHIELRIES XCOM V2.6

PSR 18E7% - iREI$IE [DOME]

[2021-09-13 13:37:46.651]
T¥: EBYTE-OneNET-TEST

g S BRI B | [2021-09-13 13:37:47.08
] RX: EBYTE-OneNET-TEST

W EIBR S 28R E]

HELE

4.3. Serial port parameters

Serial port parameters include baud rate, data bit, check bit and stop bit.

Baud rate: serial communication rate, 1200, 2400, 4800, 9600, 14400, 19200, 38400,
57600, 115200, 230400bps can be configured.

Data bit: length of data bit, range 5, 6, 7, 8.

Check bit: the check bit of data communication. It supports three verification methods:
None, Odd and Even. By setting the serial port parameters, keeping the serial port
parameters consistent with the serial port parameters of the serial port connecting device
can ensure the normal operation of the communication.

Stop bit: range 1 and 2 can be set.
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I e 115200 v i1 B =
ke NOWE v fE1tf 1 v
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4.4. Advanced parameters

4 .4 1.Disconnection and reconnection function

In the client mode, after the device is disconnected from the network, it tries to actively
connect to the server at the specified time. If the request times out and the set number of
reconnections has not been successfully reconnected, the device will restart to prevent the
network from being unable to recover after the device is disconnected.

Disconnection and reconnection time: the time interval between each attempt of the
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device to reestablish the network.
Reconnect times: the number of times the device attempts to reestablish the network.
The cumulative number of requests reaches the preset value. If the connection is not

successful, the device will automatically restart.
The actual time to restart is the period of disconnection and reconnection times. It is
recommended to use the factory default parameters if there is no special requirement.

4 .4 .2 Timeout restart function

The timeout restart function (default: 300 seconds) is supported. This function is mainly
used to ensure the long-term stable operation of the equipment. If data transmission and
reception are not performed within the set timeout restart time, the equipment will restart to
avoid the impact of abnormal conditions on communication.

When the timeout restart function is turned on, the timeout restart time setting

parameter range is (60-65535) seconds.

4 .4.3.Short connection function

In the client mode, the network short connection is supported (the function is turned off
by default). TCP short connection is mainly used to save server resource costs, and is
generally used in multi-point (multi-client) to one-point (server) scenarios.

The TCP short connection function is applied in the TCP Client mode. After the short
connection function is enabled, the device will only request to connect with the server when
sending information. After the connection is successful, the serial port does not receive data
or the network port does not receive data within the set time, and the device will
automatically disconnect.

When the short connection function is turned on, the short connection time setting

parameter range is (2-255) seconds.

4.4.4.Connection emptying cache function

The device is in the client mode. When the TCP connection is not established, the data
received by the serial port will be placed in the cache area. The serial port receive cache is
1024 bytes, and the data received earlier will be overwritten by more than 1024 bytes. After

the network connection is successful, you can choose to clear the serial port cache or send
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the cache through the network through configuration.

Enable: The device does not save the data received by the serial port before the
connection is established.

Disable: After the connection is established, the network will receive the data cached by

the serial port.

4.4.5.Heartbeat packet function

In the client mode, users can choose to send heartbeat packets and customize the
heartbeat packet time. The heartbeat packet can be selected from two modes: network
heartbeat packet and serial heartbeat packet. It supports sending in hexadecimal and ASCII
code. This heartbeat packet is not MQTT heartbeat. It needs to be turned off in MQTT client
mode. MQTT heartbeat only needs to be configured in "MQTT mode". It is recommended
not to configure the heartbeat packet cycle time less than 60s. For example, 120s is
recommended in Alibaba Cloud manual.

Heartbeat packet sending mode:

(1) The default is to turn off heartbeat packet mode.

(2) Serial heartbeat packet ->The device sends heartbeat content to the serial bus
according to the set heartbeat interval.

(3) Network interface heartbeat packet ->The device sends heartbeat content to the
network interface bus according to the set heartbeat time interval.

Custom heartbeat packet content (up to 40 bytes (ASCII) data, 20 bytes (HEX) data).

Customize the heartbeat packet sending interval. If the setting value is greater than zero,
the heartbeat packet function will be turned on. When it is turned on, the range can be set:
(1-65536) seconds, and when it is turned off, it is 0.

4.4.6.Registration package function

In the client mode, users can choose to send the registration package, customize the
time of the registration package, and customize the content of the registration package (up
to 40 bytes (ASCII) data, 20 bytes (HEX) data).

The registration package supports the following modes:

(1) Send MAC address when the network establishes a connection with the device
(2) Send the data of the custom registration package when the network establishes
a connection with the device
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(3) After the connection between the network and the device is established, each
packet of data sent by the device to the network is preceded by a MAC address

(4) After the connection between the network and the device is established, each
packet of data sent by the device to the network is preceded by the user-defined
registration packet data

4.5. Modbus gateway

4.5.1.Simple protocol conversion mode
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On: the Modbus RTU protocol and Modbus TCP protocol are converted to each other,
and non-Modbus data (RTU/TCP) is discarded without conversion.

Off: Modbus data is verified without protocol conversion, and non-Modbus data
(RTU/TCP) is discarded.

Simple protocol conversion can work in any mode (TCP client, TCP server, UDP client,
UDP server, MQTT client, HTTP client). No matter what mode it works in, there can only be

one Modbus master station.
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Upper computer/web page configuration:
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Modbus Poll and Modbus Slave software debugging:
Software connection settings:
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Connection Setup Functions Display View Window Help

21 Modbus slave.

File Edit Connection Setup Display View Window Help

St X

Connection

oK
Senal Port % .
Cancel |
Serial Settings
USB-SERIAL CH340 (COM11) 2l
[175200Bad ~| Moo
®RTU OAsCH
8Databits  ~
Flow Control
None Party ~| [1DSR []CTS [IRTS Togde
I 1 .
15%0p Bt [ms] RTS disable delay
TCP/IP Server
: E
Any Address 1Pud
Ignare Unit 1D 1Py

H&S|x O~ @[ l|os061516172223[TCAL B2 N _ :
25 P | LEEL NEE&0|=a TN
Tx=1296:Em =
Mo connection ~ “2MNecHon ok DiE k=00
Modbus TCP/IP = \o connection
Cancel Name
0 Serial Settings =
1 USB-SERIAL CH240 {COM4) Mode -
2 RTU ASCIT
115200 Baud 2
3
Response Timeout 3
4 8 Data bits
1000 [ms. 4
2 None Parity 5
6 Delay Between Polls =
1 Stop Bit Advanced... [ms! 7
Remote Modbus Server f
TP Address or Node Name
|192.168.4.164 vl
I Server Port Connect Timeout @ 1Pv4
| ™ o
~

Software register reading and simulation configuration:
Poll menu, select > SetupRead/Write Definition

Read/Write Definition

Slave ID:

Function: 03 Read Holding Registers (4x)

Address: D PLC address = 40001
Quanty: Poll
Scan Rate: [ms]

Disable
[] Read/Write Disabled
[ Disable on error
View

Rows

@10 O20 Oso O1o0 O Fitto Quantity

[ Hide Alias Columns
[ Address in Cell

Request

[JPLC Addresses (Base 1)
] Enron/Daniel Mode

Apply

Read/Write Once

RTU |01 03 00 00 00 05 85 C9

ASCIL | 3A 30 31 30 33 30 30 30 30 30 30 30 3546 37 0D 0A |

Select SetupSlave Definition from the - Slave menu
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[ Hide Mame Colurns
[ Address in Cell

Error Simulation

[ skip response

Slave 1D:
Function: |03 Holding Register (4x)
Address mode
® Dec () Hex
Address; ICI PLC address = 40001
quantey: [
View
Rows
®10 O20 Os0

0100 OFt to Quantity

[1PLC Addresses (Base 1)

II' [ms] Response Delay

[]Insert CRC/LRC error
(Mot when using TCP/IP}

[JReturn exception 06, Busy

Communicatio

n demonstration:

- Mbpoll

File Edit Connection Setup Functions Display View Window Help

O X

Communication Traffic

[= ==
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ODSES|x|M |2 2| 1|0506151617 22 23| TC L B[ %

X

LoE |

Continue ‘ |

Copy

Log \ [stop on Error [ Time stamp

Rx:000113-01
Tx:000114-01
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Bx:000117-01
Tx:000118-01
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Rx:000125-01
Tx:000126-01
Rx:000127-01

00

on e b [P

oo
oo
oo
oo
oo
oo
o0
oo
oo
oo
o0
oo
oo
oo
o0

on
oo
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oo
0n
oo
on
oo
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o0
On
oo
0n
oo
ox

oo
03
oo
05
oo
05
oo
05
oo
05
o0
05
oo
05
oo

02 00 03

02 00 03

02 00 03

02 00 03

02 00 03

02 00 03

02 00 03

02 00 03

00 04 00 05

00 04 00 03

00 04 00 03

00 04 00 03

00 04 00 03

00 04 00 03

00 04 00 03

00 04 00 05

2% Modbus Slave - A - O e
File Edit Connection Setup Display View Window Help
D&M= 57
= Mbslave (=== I e Il Il el [ e e
ID=1:F=03
Tx:000091-01 03 O& 00 01 00 02 00 03 OO0 04 00 05 CF 24 PS
Naml 00000 A ||Rx:z000092-01 03 00 00 00 05 B85 C9
Tx:000093-01 03 0& 00 01 00 02 00 03 00 04 00 05 CF 24
0 1 Rx:000094-01 03 00 00 00 05 B5 C9
1 2 Tx:000095-01 03 O& 00 01 00 02 00 03 OO0 04 00 05 CF 24
] Rx:000096-01 03 00 00 00 05 85 C9
i1 | 3 Tx:000097-01 03 0& 00 01 00 02 00 03 00 04 00 05 CF 24
3 4 Rx:000098-01 03 00 00 00 05 B5 C9
|_4 _ Tx:000099-01 03 O& 00 01 00 02 00 03 OO0 04 00 05 CF 24
=i T i v ||Rx:000100-01 03 00 00 00 05 B85 C9
Tx:000101-01 03 0& 00 01 00 02 00 03 00 04 00 05 CF 24
Rx:000102-01 03 00 00 00 05 B5 C9
Tx:000103-01 03 O& 00 01 00 02 00 03 OO0 04 00 05 CF 24

4.5.2.Multi-host mode

The multi-host mode can handle up to 6 Modbus TCP hosts. When multiple Modbus
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hosts access the Modbus gateway at the same time, the bus occupation scheduling will be
carried out (RS-485 bus can only process one request at a time, while the multi-host mode
will sort and process according to the TCP request sequence, and other links will wait), so as
to solve the bus conflict problem (currently only supports 6-host connection), and only
supports working in the TCP server mode, The slave can only be on the serial port,
otherwise it cannot work normally.

It is recommended to configure it as "simple protocol conversion" when there is no
multi-channgl host.
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v 1 s ,
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XModus 1CP] ‘o i lolModbus RTU
R iZModus TLPRR % g, 4 9 g,
- oo RS BT LA
T, 01 01 00 00 00 04 3D €Y
F 01 01 01 00 51 88 I I I I
02 00 00 00 00 06 O1 02 00 00 00 04 l l l I
O | 02 00 00 00 04 01 02 01 00 01 02 00 00 00 04 79 €9
¢ - - ——
o 01 02 01 00 Al 88 ks
A ———————e.
Modbus EH2
11192, 168, 3. 11: 8887 ¢ ! \
% BNodbus 1CPIR 0103 00 00 00 01 B1 0A
————
01 03 02 00 00 B8 44
PPzl e — —

D
Modbus 413
LP:192. 168, 3. 12: 888
B EModbus TCPIR

L3 bt LR B0 b I f8 S AT e Bl 1oL

Upper computer/web page configuration:
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ME2H  BOS8%  SEESH ModusEH
Modbus Z34

MODEUS R £ T8 v TCPERTU  HiB v
B4 EeTETE 1000 3 EeTEMEE 108 o
fiREmRetE  Bo0EF: =
TREL EE & 5%
e & ili53
1 01, 08, 00,00, 00, O
FIEIRE
IPHRE | B2 v| TiptEst [ ToPmEe: v| EHMAC 84-C2-E4-36.05.E7
iB#RIP 192.168.4.163 | iR#&iRO 8087 | FBTiHIE#D 80 |
FRI$ER | 256.255.255.0 | R [ 192.168.4.1 | ESEEDNS [192.168.4.1 |
BIP/A%E 192.168.3.3 Bk 6888
BOgE
BEER 115200 v| R 8 v| HR8&43E [ NONE v|
Lk [ 1 v] iftdE [NONE v
MODBUSRIXII&E
MODBUS (| ]
MODBUS _ . .| mooBusED FRTREES 49
ISR SEiIRIPRRIE] . 0-65535ms 01 03 00 00 00 0A X |
Modbus Modbus
{ESHBRIEE 55 FE:0-65535ms {ESTFEIE S5 E:0-255s

1BEHE XU XX XX XK XX XX

B XX 201 GHRIEL XX 5" XX Z A — s

BETRES0RES
Modbus Poll and Modbus Slave software debugging:
Refer to "Simple Protocol Conversion" for software configuration and register configuration.
Start multiple Modbus Poll software at the same time (for example, 3 channels can be

supported up to 6 channels).
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8% Modbus Poll - Mbpoll1 — O x
File Edit Connection Setup Functions Display View Window Help

48 Modbus Slave - Mbslavel = O x
File Edit Connection Setup Display View Window Help
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For Help, press F1. [192.168.4.163]: 8887

D&M (=22 W

< For Help, press F1.

3 Mbslavel ===
ID=1:F=03
Namel ooooo ™
0 | 1|
- 2
p. Slave
3 . 4
[
A Al | e

Port 7: 115200-8-N-1

PR ——— |
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File Edit Connection Setup Functions Display View Wind

O x

Help

DEE&|%|™ |5 2| /1|05061516 17 22

Mbpoll1
Tx=106: Err=0:1D = 1: F = 03: SR = 1000ms

| TC B |

For Help, press F1.

4.5.3.Storage gateway

8L Modbus Poll - Mbpolli = m} =
File Edit Connection Setup ctions Display View Window Help

. For Help, press F1.
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4
5
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The storage gateway not only arbitrates the bus data, but also stores the repeated read

instructions. When different hosts request the same data, the gateway does not need to

query the register status of RTU device many times, but directly returns the cached data in

the storage area, which greatly improves the multi-host request processing capability of the

gateway, and also reduces the time consumed by the entire request process. Users can

customize the instruction polling interval and instruction storage time of the storage area

according to their needs.
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As the optimization of multi-host request performance, the storage gateway can only

work in the TCP server mode, which improves the response speed on the network side.
characteristic:

(1) The gateway has a 5K cache for storing instructions and returned results (taking

reading 10 holding registers as an example, 189 instructions and returned results
can be stored);

(2) RTU response timeout automatically clears the cache to ensure the real-time
and authenticity of data;

(3) The polling interval can be customized, 0-65535ms;

(4) The gateway will poll the RTU device according to the instruction storage time

used for configuration. If the MODBUS host does not query the instruction again

during the storage time, the gateway will automatically delete the storage instruction
and release the cache;

(5) The first command and control command (05, 06, OF, 10 function code) will
directly access RTU equipment;

(6) Only 01, 02, 03 and 04 Modbus function code query results can be stored;
Storage gateway host computer and web page configuration:
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4.5.4.Configurable gateway

The gateway automatically polls the RTU device register according to the preconfigured
MODBUS instruction (only supports the configuration of MODBUS read instruction), and the
instruction in the non-storage table will directly operate the RTU device. The frequently read

instructions can be stored in the gateway in advance to shorten the response time (query the
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configured instructions). Because of the above characteristics, the serial port side of the
configurable gateway can only connect to the Modbus slave station.
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Instruction storage description (add, instruction error and format error cannot be added):

Mt BOEW  SEHEH NodhusZH
Modbus E31

NODEUS R DIEES B

| TcrERT  HE v
L REEE  1000EF 3 o TEMEETE 108 =
HiAEmRE A so0ER 2
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Instruction storage description (delete):
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S 100027 :
HiBERRET A s00EF i
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Upper computer/web page configuration:
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MEEREY IR
01, 03, 00, 00, 00, 02 il e
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2 01,03, 00, 00, 00, 02

MODBUSRI<IhEE

MODBUS e e
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1ESHERIRYIFE S5 0-65535ms IESTFERIIE S 0-255s

248 XX XX XX XX XX XX" ;
Hoh: XX :2{571 631 XX 5" XX Z AN — 254
EEZAEE505ES

4.5.5.Automatic upload

In the client mode (TCP client, UDP client, MQTT client, HTTP client), the gateway will
automatically poll the instructions in the storage instruction table and upload them to the
server. The feedback format (Modbus RTU format or Modbus TCP format) and the
instruction polling interval (0-65535ms) can be selected according to the demand.

Refer to "Configurable Gateway - Instruction Storage Description" for instruction
pre-storage, and automatically upload the upper computer/web page configuration:
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TCP client presentation (Modbus RTU format):
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4 .6. Introduction to basic functions

4.6.1.Web page configuration

The device has a built-in web server, which is convenient for users to set and query
parameters through web pages.
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The port of the Web server can be customized (2-65535). The default is 80.
Operation mode (Microsoft Edge version 94.0.992.50 as an example, Google Kernel
Browser is recommended, |IE Kernel Browser is not supported):
® Open the browser and enter the IP address of the device in the address bar. The
default is 192.168.3.7 (the IP address and the computer need to be kept in the
same network segment). Forget that the local IP address can be queried through

the AT command and configuration software;

& C QA A Fzs| 19216837 A ds =

® Click Login, the default account is admin, and the default password is admin
(entered, you can click Login directly);

FEMZBISRFRRARAH
REER
EEEE am i8ESNEg s1200748 Language | X v
ElfthRas 0013213 BRKS |admin | BT |
IPHEL (35 v| Tt TePiRSE v BHMAC 84-C2-E4-36-05-3A
i8%IP[192.168.37 | &R0 [ese7 | FIEIARRO 80 |
FROHERG | 255.255.255.0 | Wk 192.168.3.1 | EIEDNS | 114.114.114.114 |
B&IP/EE 19216833 E#9%0 ssss
B4$EE | 115200 v| BB 8 v] BRI | NONE v]
ek 1 v i [ NONE v]
aagty vl Modbus {ESRESH | | [3m][7=]
MODBUS@E - MODBUS FSTTEREIES 49
PSR FEiRARRAIIE s5RE0-65535ms 0103 00 00 00 0A| X |
Modbus Modbus o
{E<ERIATR 5BE0-65535ms {ESTFiRYE SEE.0-255s

ARG XX XX XK XX XX XX ;
Hep" XX 261 GHHIEL XX 5 " XX " Z R — 2515
BEOEES05RES
® The main interface pops up on the web page, where you can query and set relevant
parameters;
® Click Submit to save the configuration parameters;

® The progress bar prompts the configuration progress. Do not refresh the web page
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again after the configuration is completed (refresh the web page and enter the
configuration mode again. You can enter the communication mode by restarting the
device or submitting again).

SRR3R, B HE. ..

4.6.2.Restore factory settings

Press and hold the Restore button of the device until all the LED indicators except M1
are on, and then release the button.

4.6.3.AT instruction configuration

The query and modification of the relevant parameters of the equipment can be
completed through the AT command configuration. For specific AT instructions, please refer
to "NA11x&NB114&NS1&NT1-AT Instruction Set".

4.6.4.Configuration tool software settings

Open the configuration tool software, search for the device, double-click the identified
device, and the parameter query configuration interface will pop up. Relevant parameters
can be customized and modified as required, and then the configuration can be saved, and
the equipment can be restarted to complete the parameter modification.

[Note]:

Do not use multiple upper computers in the same LAN environment. The industrial
control computer with multiple network cards should be temporarily disabled without using
network cards, otherwise the upper computer will be abnormal (the same device will display
multiple times, and the device cannot be found)

The upper computer shields the wireless network card, so the upper computer must be
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connected to the network cable. The wireless network card can be configured through the

web page.
4.6.5.Random native port

TCP client, UDP client, HTTP client and MQTT client can configure the local port to 0
(use random local port). The server mode cannot use random port, otherwise the client
cannot establish a connection correctly.

Using random port connection can quickly re-establish the connection when the device
accidentally disconnects the server, to prevent the server from refusing the connection due
to four incomplete waves. It is recommended to use random port in client mode.

The device will automatically enable random ports when configuring TCP client, HTTP
client and MQTT client modes.

4.6.6.Remote upgrade

In order to facilitate later maintenance and upgrade functions and replace different
firmware, serial servers (NA11x series, NB114, NS1, NT1, etc.) support online upgrade.
Users can upgrade or replace the current firmware through the upper computer through the

upgrade firmware provided by our company.
Network upgrade firmware operation steps:

Step 1: download the upper computer and "product firmware" at the corresponding
location on the official website;

TEHF
[ZHEE] CEFMEEETE LN a

(=mEe) O

(xcomIE] xcom B
(Remans] O

temmn O

Step 2: Open the upper computer, click "Menu", and select "Device Upgrade Assistant";
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Step 3: In the pop-up "Device Network Upgrade Assistant" dialog box, click "Search
Device" (the computer and device should be in the same network segment), and click "Stop
Search" after finding the device;

E: i@E=REEFREIF

B nEEN | Q REEE =L
BHID P MACH:HE e kit

W EEEE | O ErE B A

WEID P MACHEHE Ef el

1 0 192.168.3.7 B84-C2-... P || wRd
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Step 4: Click "Select Firmware", select the corresponding firmware, and then click

"Open";

T - B

mEEEN| QREes | BAR 4 5 v A « 1224 > EORSSEHEFS v C P GmORsSEREERaS.
N Enidl
BHEID P MACH:HE B3 Eme smmoi =.- o @
S| 0 192.168.3.7 84-C2-... - 1% 1 =i -~ EwEE e o
v M pram il it
> .Desktup I D 9013-2-13.ebin 2022/12/2415:13 EBIN 32{4 110
> @ mm
> NEs
> o o
SR (N): |9013-2-13.ebin v‘ ebin.(*.ebin) v
[ o ]|

Step 5: Select the equipment to be upgraded, click "Upgrade", the progress bar will start

to change, and wait for the upgrade to complete.
i B imEMEsHRETE

L
TH/9013-2-13. ebin & ®EEMNF O BHEE = AR
EHID P MACHh ik R i

19216837

E! i2=MEFHREF

ia/0013-2-13. ehin B #EEG  Q#Zmes B eSLHE

] )

wHID P MACHHE B ER

— O X

iE/e015-2-15. ebin e EEEGH O HHEE B FHHE

BHID P MACHbHE Bl £ R

1 0 192.168.3.7 84-C2-... bS]

Operating steps for serial port firmware upgrade:
Step 1: download the upper computer and "product firmware" at the corresponding

location on the official website;
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Step 2: Open the upper computer, click "Menu", and select "Serial port upgrade

assistant™;
! {Z{EAMEEIEaE v5.0
EE x£F
S ko v Q nEes
FIFFSC#E s P hE 2R MACHAE
B & wTEE

Step 3: First connect the USB port of the computer, select the corresponding port
number in the pop-up "Serial Port Upgrade Assistant" dialog box, and click "Open Serial

Port";
s — O X
|CO]'|'[18 v fTH&O

EEEF HiaHER

Step 4: Click "Select Firmware", select the corresponding firmware, and then click
"Open";
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Step 5: Click "Start upgrading", the progress bar will start to change, and wait for the
upgrade to complete.
[Note] Power on again to trigger the upgrade.
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